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The Call Recorder Single Digital
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Soft keys

Display

Function keys
Speaker
Alfa-Numerical keys
CryptoCard reader
SD card slot

SD card in use LED
Recorder keys
Speaker on/off
Volume control
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Connections Call Recorder Single Digital

P=CC o 9@ —

Power

Ethernet / LAN

RJ45 and RJ11: 2/4 wire digital out (=to Phone /ISDN NT)
RJ45 and RJ11: 2/4 wire digital in (= from PBX /ISDN TE) *
Loudspeaker

Microphone

RS-232 for maintenance

Switch input

NV AWN =

* When using ISDN, use a cable less than 50meter for this connection.
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Recorder-keys

T o>

Record Backward Stop Pause/Play Forward Skip

During recording and playback the recorder keys have the standard
recorder key functions.
If no recording or playback is taking place these keys have a different

function. The and keys can be used to scroll through a selection
of recordings, numbers in a list or through a settings menu. The [ | key
will always exit the current operation. When editing text they function
as explained in the table of the alpha-numerical functions below.

In normal operating mode, when no recording is taking place, pressing

the l:l key will temporarily brighten the LCD background lightening.

Function-keys desktop model
E. Copy tl Archive

Copy - Copy recordings to SD card

Archive - Playback and Search
votst W) Messsge Numberlist - Edit black-/ white list
Message - Edit notification message
_<>> Monitor - Monitor 1 or 2
Monitor LAN . . .
LAN - Configuration of LAN settings

lE

Info -Information menu

Info Settings ~ Settings - Recorder settings menu

l@
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Alfa-numerical functions

Function

Numerical keys

Press the relevant key repeatedly or hold down:
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> Toggle uppercase and lowercase

» Forward

Backward
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Care and Maintenance

¢,
.
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.

Keep the Call Recorder dry. If it gets wet, wipe it
dry immediately Liquids might contain minerals
that can corrode the electronic circuits.

0° to40°

Use and store the Call Recorder only in normal
temperature environments. Temperature extremes
can shorten the life of electronic devices and
distort or melt plastic parts.

-

Keep the Call Recorder away from excessive dust
and dirt that can cause premature wear of parts.

-

Do not use harsh chemicals, cleaning solvents or
strong detergents to clean the Call Recorder.
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1. Introduction

The Call Recorder Single Digital is a digital audio recorder for two-wire
(UpO0) or four-wire (S0) telephony.

IMPORTANT!

The Call Recorder Single Digital has an SD Card interface and a network
interface. The SD Card interface may be activated ‘off factory’, if not, it
is possible to activate it anytime, using the activation card, which is part
of the SD option. The SD option also contains the actual SD card and the
Quick SD access software.

This manual is written for the Call Recorder Single Digital with the SD
card option activated. If you purchased a Single Digital without SD card
option, the ‘Copy to SD’ button will not work and the option SD-CARD
will not be visible in the display.

1.1 Basic Functions

The Call Recorder Single Digital is designed for continuous unattended
recording. All recordings are stored digitally on the internal Compact
Flash Card (Solid-State Drive). The large storage capacity of the Compact
Flash Card ensures the ability of long term unattended recording.
Recordings are randomly accessible. The capacity of a (16GB) Compact
Flash Card is in recording time at least 500 hours uncompressed and
2500 hours with compression, and therefore it takes a long time before
existing recordings are wiped out by new recordings. When the drive is
getting full, the oldest recordings will be overwritten by the newest
(first in first out archive).

The available space on the drive is shown in the Information menu.
Stored recordings can also be accessed on PC’s via the LAN using the
optional Call Recorder Access System software. Using the LAN and this
software is the best way to backup all your recordings.

If you have a Call Recorder Single Digital with an activated SD interface,
you can copy recordings from the internal drive to a removable SD card.
Copying recordings to SD card is ment to be used in the case one or
more important recordings must be transferred in a fast and easy way. It
is possible to copy single recordings or copy a selection of recordings.
The Single Digital allows the user to listen to ongoing calls through the
internal speaker; this is called the Monitor function. The volume of the
internal speaker can be adjusted. The Single Digital also allows for the
connection of a headset. The headset can be used to monitor ongoing
calls and to listen to stored recordings.
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1.2 Speech Compression

The Single Digital compresses recordings according to the GSM 6.10
format. GSM 6.10 compression has a good balance between audio
quality and recording size and can be reproduced on most PC’s with
Microsoft Windows versions. Compressed recordings take up 1/5 of the
size of uncompressed recordings. Therefore the compression has a
profound effect on the storage capacity of the recorder in terms of
recording time.

1.3 Network

The Call Recorder Single Digital features an Ethernet interface. The
Single Digital can be connected to a PC or computer network through
the Ethernet interface. With its own IP address The Single Digital acts as
an FTP-server from which recordings can be downloaded using any FTP
client. The Call Recorder Access System software can be used to connect
to the Call Recorder Single Digital over the network to retrieve
recordings and archive them on the PC. The Call Recorder Access System
software has extensive archiving capabilities including the creation of
special archives suited for backup on CD.

The Single Digital can email its status in case of a malfunction. To do so,
the e-mail address and SMTP server address must be entered in the
Network Settings menu.

Another application of the Ethernet connection is Real Time Remote Call
monitoring over the network. The optional RTR Call Monitor software
can be used to monitor the connected telephone line over the network
and provides live call listening while the call is in progress.

1.4 Search recordings

The Call Recorder Single Digital has its own menu driven search function
to find and play specific recordings. Recordings can be searched for
according to date or phone number. The Single Digital has an internal
speaker for playback of internally stored recordings.

1.5 Encryption

All recordings can be encrypted. The Call Recorder Single Digital uses the
CryptoCard option for this feature. Playback of encrypted recordings is
not possible without the CryptoCard the recording was made with.
Playback of encrypted recordings on a PC is possible only with the
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optional CryptoCard reader in conjunction with the original or a
matching CryptoCard.

1.6 Digital telephone connection

The Call Recorder Single Digital can be connected to two types of digital
telephony, ISDN (SO or S/T interface) or two-wire digital telephony (Up0
interface). In both situations they are connected in “pass through mode”
meaning that the recorder is installed between the network and the
telephone system and all digital channels pass through the recorder.
Pass Through mode is also occasionally called “In-Line mode”.
Connecting the recorder in this way has the advantage that it is assured
an ongoing call is recorded; the line is passing the recorder and if that
fails the phone won't work.

Note: The ISDN connectors (connectors 3 and 4 of page 4) are specially
adapted for this purpose. They can not only take RJ-45 ISDN connectors,
but can also accept the RJ-11 connectors used in typical two-wire digital
telephony systems.

1.7 Privacy related functions

In some situations Call Recording is perceived as an intrusion of the
privacy. The Call Recorder Single Digital has several functions that allow
the user to protect the privacy of anyone involved.

In most applications the recorder is set up to record all calls
automatically. The Single Digital can however be used to record specific
numbers only or can be set to exclude certain numbers from recording.
For this feature the recorder has a numberlist that can be used as
“blacklist” or as “whitelist”. See Chapter 8 for more details.

The Single Digital can be used as a security recorder. For this purpose the
recorder has a feature where the number of day’s can be set for the
recorder to keep the recordings (in the settings menu this function is
called Auto Delete). In case of an emergency, recordings can be accessed
while daily recordings are removed after the set number of days. This is
used when for matters of privacy it is not desirable to keep recordings of
the people involved for a long period. See § 4 for details.

The CryptoCard option can be very effective to protect privacy. When
the Single Digital is set up to record with the CryptoCard the privacy of
the people involved can be guaranteed because the recordings can only
be played with a card matching the card the recording was made with
and the password that belongs to it. Without the CryptoCards the
recordings are not accessible. There are CryptoCards that can only be
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used to encode and not to decode recordings, so even when the
recorder is stolen the privacy of its users remains protected.
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2 The Call Recorder Single Digital

2.1 What's in the box
The following parts are supplied with your Call Recorder Single Digital:

Single Digital

Mains power supply adapter and cable

A cable with two RJ45 connectors (2 meter)

A cables with two RJ11 connectors (30 centimeters)
Quick Install Guide

Application CD

Registration / Guarantee form

2.2 Connecting the Power supply

The Call Recorder Single Digital is powered through an AC power
adapter. It does not have an On/Off switch; The Single Digital is turned
on or off by connecting or disconnecting the power supply.

B=CrTe g —
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2.3 Connecting the digital lines

As explained in the introduction, the Call Recorder Single Digital works
in pass through mode where it is processing the complete data stream.
The figure below is an example of a possible setup of the recorder.

2.3.1 Connecting to a single telephone

Most often the Single Digital will be used to record conversations of just
one single telephone, and be placed on the same desktop as the
telephone. This must be a telephone that operates on a digital line.

It doesn't matter if the telephone is using a four-wire (S0) protocol or a
two-wire digital telephony (Up0) protocol, in both cases the Single
Digital is connected in the same way. The line coming from your PBX is
plugged into the PBX connector (4 of page 4), and the Phone connector
(3 of page 4) is connected to your digital telephone.

Connectors 3 and 4 accept both SO (RJ-45) and UpO (RJ-11) connectors.
Because the electrical interface is different the Single Digital must first
be configured for the correct interface setting, see § 0. If you connect
the wires the wrong way the Single Digital will periodically emit beeps
displaying the message “Line disconnected!".

If the Single Digital is turned off, the telephone is turned off as well.

e mak-—0

X )

When using a two-wire digital UpO or the four-wire SO system, several
protocols could be in use. If you configure the wrong protocol your
telephone might still work but the conversations might not be recorded.
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Note: The Single Digital is only compatible with two-wire digital
telephones that adhere to the Up0 standard.

2.3.2  Connecting to a Basic Rate ISDN line

Where the recorder is used as an ISDN recorder and placed in between
the ISDN line (NT) and and the ISDN PBX (TE), it is recording all incoming
and outgoing traffic. The line coming from the ISDN network provider is
plugged into the PBX connector (4 of page 4), and the ISDN PBX or
telephone is connected to the Phone connector (3 of page 4).

Normally an ISDN line uses RJ-45 connectors.

Also note that in all operating modes the line is terminated with 100
Ohm resistors, except for the TE input in ISDN (S0) mode. The TE input is
designed for a short, (less than 50 meters) point to point connection,
and therefore is not terminated. If you want to use a longer cable, or
point to multipoint connection, you may want to add your own
terminating resistors, between pins 4 and 5, and 3 and 6 of the ISDN
connector. In Up0 mode all connections are terminated.

The figure below is an example of a possible setup of the Call Recorder
Single Digital on a Basic Rate ISDN line.

Note that although a PABX is connected, it is still connected to the
“phone” ISDN output connector, while the “PBX" input connector is
connected to the ISDN NT1 adapter (with a short cable).

\:fif?@@_@ o — /
. OF =— || _

| ISDN

LAN=
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3 Configuration and operation

After you have connected the hardware it is time to configure and use
the Call Recorder Single Digital. This chapter explains you how the user
interface works. In the following chapters we guide you with the
configuration. You must:

e Go through the recorder settings and make changes if required

e Go through the LAN settings so the recorder will fit in with your
network

e (Optional) Install the Call Recorder Access System software on
your PC and test the network connection to the recorder

3.1 Operation basics

The Call Recorder Single Digital has a common menu driven user
interface. Most functions and operations are initiated by pressing a
function key followed by a sequence of menu keys of which the function
is determined by the text in the display. The use of function keys and
menu keys is as follows:

Function keys

The most frequently used functions of the Single Digital have been
grouped in the function keys. Throughout the entire manual symbols
representing the function keys are used to indicate the function key
corresponding to the described function.

Menu keys

After pressing a function key the available functions are assigned to the
four menu keys. The operation of the menu keys is determined by the
text in the display right above the corresponding key. Throughout the
entire manual figures representing the display with or without the
menu keys are used to show the required action corresponding to the
described feature.

Example:

In this example we will open the recorder settings menu. Press the
Serings
“Settings function key”, Wl to open the Recorder setting menu.

The display will change, and text will appear on the display above four
Soft keys.
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These indicate the function that the softkey below has, for example
pressing the STOP key will cancel the recorder settings menu, to return
to operating mode.

Interface: d—gires

HEAT CHAMGE  STOP

3.2 Frequently used key indicators

NEXT in the display indicates the presence of more menu items.

Press NEXT to jump to the following menu item.

BACK in the display indicates the presence of an embracing menu.
Press BACK to return to the embracing menu.

CHANGE will toggle the item in the display between "On" and "Off".
In some cases CHANGE is used to increase or decrease a value.

STOP in the display indicates the absence of an embracing menu.
Press STOP to return to operating mode.

33 Save Changes
After changing the settings press STOP in the menu and

= . -
mave Chanses?

WES HO CHHCE]

e Press YES to returns to normal use with changed settings
e Press NO to return to normal use without changed settings
e Press CANCEL to return to the settings

Call Recorder Single Digital manual ©Vidicode 2011-2014
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4 Recorder Settings

Recorder settings of the Call Recorder Single Digital consist of the
following configuration items: Interface, Start method, Protocol,
Notification, Numberlist, Compression, CryptoCard, Password, setting of
the Clock, LCD contrast, setting the Language and resetting to Factory
setting.

4.1 Opening the Recorder settings menu

Settings
o Press the (. key to enter the recorder settings menu.

4.2 Line interface

The first item in the settings to appear is the line interface setting.
In most cases the interface must be set to 2-wire. Only in the case of
ISDN and the Philips D325-4 line, the interface must be set to 4-wire.

Interface: Z2-wires

ME®T CHAEMGE  S5TOP
. Press CHANGE to switch from 2-wire to 4-wire.

. Press NEXT or the and recorder keys to step through
the settings menu.

4.3 Start method

The start method defines the way the recordings are started and
stopped.

Slhart method: Prolocol

HEST CHAEMGE  STOF

There are 4 start methods:
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1. Protocol - Uses the inherent protocol in the digital signal to start
and stop the recording when the protocol signals a conversation
is going on.

2. Audio - Doesn't use the protocol, but looks if the audio channels
are in use, and starts the recording when there is audio to
record. The recording is stopped again after some period of
silence. This works even when the protocol is unknown, or
unsupported.

3. Switch - Uses an external switch to start a recording. This can be
a "big red switch”, a relay contact of the digital audio source, or
an "off-hook switch” of some kind.

4. Manually - uses the red recording button on the recorder to start
arecording, so the user can decide if and when recording takes
place, instead of recoding everything. The square stop button
stops the recording again.

Press CHANGE to select the Start method of your choice.

Press NEXT or the and recorder keys to step through the
settings menu.

4.4 Protocol

In case the start method has been set to Protocol the next menu item
will be the protocol selection.

FrofLoool: Siemens

MEST CHAMGE STOF

Which Protocol to choose depends on the make of the telephone and
PBX. The Single Digital supports four protocols at the moment:
Siemens, Avaya, Philips and ISDN.

o Press CHANGE to select the Protocol of your choice.
. Press NEXT to go to the Notification.

NOTE 1: In case ISDN is selected as the protocol, the recorder is capable
of recording two calls at the same time, started and stopped by the ISDN
protocol. With other protocols this is not possible. Only when the Start
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method is set to Audio the recorder can recognize a call on the second
line/channel and therefore record two calls simultaneously.

Note 2 : A four-wire (SO) system will generally use the standard ISDN
protocol, although sometimes the Philips protocol can be used. For two-
wire (Up0) systems any of these protocol can be used, ask the
manufacturer of your Up0 telephone system for details about the
protocol used if you do not know. If you use the wrong protocol the
Single Digital will not start recording and/or your telephone does not
work.

4.5 Audio Detect Settings

This setting concerns the level of the signal above which the recorder
will automatically start to record. Only when the Start method has been
set to Audio, the following is shown in the display:

Hudio Detecl Sellinss

HEST CHAEHGE  STOF

To set this select CHANGE and the signal level measure will appear on
the display:

A signal beyond the 'S’ is sufficient to start a recording. So, the 'S’
indicates the minimum signal level necessary for recordings to start. The
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‘X" indicates the stop level. Recording stops again when the signal stays
below the ‘X’ for a certain time (manufacturer’s setting is 10 seconds;
see Silence period below). Normally the stop level will be lower than the
start level, so that recording will take place even if somebody speaks in a
low voice.

Below is a table with the functions at your disposal when setting the
signal level:

Key Function

Soft keys << >> Move the start level, indicated by 'S’

<< Move the stop level, indicated by ‘X’

Same as BACK

ﬁ Shows the levels in numbers (keep pressed)
Speaker key Listen to audio on the line (toggle speaker on/off)
1,2 Switch to line (channel) 1 or 2

4,5,6 Show Remote, Local , Mixed level only

4.6 Audio start side
This setting only appears when the Start method has been set to Audio:

Hudio start: Mixed

HEAT CHHMGE  STOF

e Press CHANGE to select Local, Remote or Mixed.

The recorder looks at the start level to start a recording. This level can be
taken from the local side only, the remote side only or the mixed sides
(local+remote).

In practice the remote side is normally the speaker of the handset on
your telephone. Then the local side is the microphone of the handset.

In most cases there is no need to change this setting.

NOTE: If recordings are started when no call is going on, so the handset
is on-hook, it is probably needed to set the start level on the remote side
only. This means that the microphone of the handset or headset is
always open and producing audio.
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4.7 Silence period

This setting only appears when the Start method has been set to Audio:

=1l Faeriods 1H8s

T

P

|'[|

HEST — CHHHGE + =TOF

This is the period during which the sound has to be below the level set
on the signal level meter to stop recording. The period can be increased
when a recording is often switched off, and then restarted, if nothing is
being said for a longer period of time during a conversation.

. Press CHANGE +/- to increase or decrease the silence period.
o Press NEXT to go to the Notification.

4.8 In-Line mode

Important setting that controls the way the line is connected, also called
'Pass-Through Mode'.

If set to Yes, the recorder is connected in series with the phone and PBX.
This is the safest way to connect if recording is a must. The phone does
not work anymore when the recorder is powered off or the line is
disconnected.

If set to No, the recorder must be connected parallel to the line:

Two normal T-connectors are needed (1:1). The phone/PBX signal on the
first one and also to the second T-connector. The second one must be
connected to both recorder inputs.

PBX ------ e >
\ /
T1 - T2 Single Digital
/ \
Phone ----- - >

In this 'sniff' mode, the recorder can be disconnected without the user
noticing this.

Powering off the recorder may or may not be noticed, depending on the
PBX and phone system.
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Disconnecting the line while the recorder is active still gives an error
(warning beeps).

Note1: When connecting the Single Digital to the line in this mode,
synchronization to the phone and PBX must be found. This procedure
disturbs the working of the phone for a short while with intervals of
about 10 seconds, until the recorder is synchronized. This usually takes
less then 1 minute.

Note2: The notification message is not available anymore when In-Line
mode is disabled!

ITr—Lire mocdess L

HEST CHAMHGE STOF

e Press - or + to alter the line input amplification.

e Press NEXT to continue in the menu or press STOP to exit the
settings menu.

4.9 Notification

In some countries or regions notification during the recording of
telephone conversations is obligatory. Check local regulations and
obligations.

Notification can be with a spoken message at the beginning of the call
or at the moment the recording is started. A notification message could
be for example: “For security reasons our calls are being recorded”.
Following the Protocol setting as described above

Hol.ification: OFF

HEST CHHMGE  STOF
. Press CHANGE to set the Notification method to Incoming,
Outgoing, Always or Off.

These options work as follows:
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When "Incoming” is selected the message will only be played when an
incoming call is answered.

When "Outgoing" is selected the message will only be played when an
outgoing call is answered.

When "Always" is selected the message is played on both incoming and
outgoing calls.

When "Off" is selected there is no notification. This is the default
setting.

Please refer to § 8.1 how to record the notification message.

410 Numberlist

The Numberlist is used to include or exclude calls from or to certain
telephone numbers from recording. See the description of the
Numberlist in Chapter 7. The setting Numberlist determines whether the
Numberlist is used as “blacklist” or “whitelist” or whether it is turned
“"Off". By default the number list is “Off".

Mumberlist:  OFF

HEAT CHHMHGE  STOF

e Press CHANGE to select Off, Blacklist or Whitelist.
e Press NEXT to continue in the menu with the Compression.

4.11 Compression

The default procedure while recording is to compress the recorded
audio from G.711 aLaw to GSM 6.10. This is a factor 5 compression with
hardly any loss of quality. It can however be disabled. The available
recording time on the Compact Flash card is calculated based on GSM
6.10 compression.

Compressions O

HEST CHAHGE  STOP

e Press CHANGE to enable or disable compression.
e Press NEXT to continue with the Minimum Call Time.
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We recommend keeping compression enabled with some exceptions:

If you record only occasionally, one may consider that compression is not
necessary because the hours of recording time that last without
compression are sufficient and you do not want the loss of quality.

However, if you consider disabling compression, we recommend that at
least the quality of compressed audio is tested. It may change your mind
because the quality of compressed recordings is quite good.

4.12 Minimum Call time

By default the Min. Call time will be set to 3 seconds. This means that a
call shorter than 3 seconds will not be recorded.

Mirm. Call Lime: 3=

HEAT — CHHMGE + =TOF

e Press CHANGE +/- to increase or decrease the minimum time.
e Press NEXT to continue with the Crypto Card setting.

413 Copy to SD

If you have a Call Recorder Single Digital with the SD-card interface
activated, each recording can be copied automatically to SD-Card. This is
done directly as soon as a call has finished. In the case a copy action is
not finished and a reset or power down happens, the recorder does not
memorize the recording for copy. In that case a manual copy must be
started.

Corw Lo S0 Ho

HEST CHEMGE  STOF

e Press - or + to alter the line input amplification.

e Press NEXT to continue in the menu or press STOP to exit the
settings menu.
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4.14 CryptoCard

The CryptoCard is used for encrypting recordings. See Chapter 12 for a
detailed description. In the standard configuration the CryptoCard
function is disabled. With the CryptoCard function enabled all
recordings will be encrypted and it is no longer possible to make
recordings without a CryptoCard.

I 0 MmN T s H CFF

ME=T CHAMGE  STOF
e Press CHANGE to enable or disable the CryptoCard function.

When the CryptoCard function is enabled and there is no card inserted
the Call Recorder will sound a warning and display:

el
Lo

Fradaa 135-11-2 e

LI

IS

Ly

=

Fleazs irnserl Crastolsro

The warning will disappear when a valid card is inserted.
e Press NEXT to continue with the Password.

4.15 Password

The Call Recorder Single Digital and its recordings can be protected with
a password against unauthorized use. When password protection has
been enabled all recorder settings and all playback functions are
blocked before the correct password has been entered.

Password:  OFF

HERT CHAMGE  STOF
e Press CHANGE to enable the password.
e You will be prompted to enter a new password:
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Heaw Coce

!T!
2

STORE
e Press STORE.
e You will be prompted to enter the password again:

CHHCE]

l'l ]
—l-
o
]
™
[ =5
i
(1]
G

Fapaal.

=TORE

e Repeat the new password.

CHHCEL

e Press STORE to finally enable the new password.

If the Password has been set you will be prompted for the password

before entering the menus and before playback of recordings.

4.15.1 Remove Password protection

Faz s s Clry

HERT CHAMGE
e Press CHANGE to disable the password.

=TOF

e Press NEXT to continue in the menu with the Clock setting.

4.16 Set the Clock

To set the clock do the following:

Clock: Fri 18-67-8% 12059
HEXT CHAMGE  STOF

e Press CHANGE to change the setting of the clock.
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Clock: #1  18-G7-89 123

I |-.|
I.L|

=TORE o s CAMCE]

e Press key's 1-7 to set the day of the week (Sunday is 1). Use the
arrowed keys to move the blinking character left or right.

The default date and time format is DD-MM-YY and MM:HH.
When American has been set as the language the format is changed to
MM-DD-YY.

e Press STORE to store the changes and set the clock.
e Press CANCEL to return to previous values.
e Press NEXT to continue with the LCD Contrast setting.

4.17 Language

To set your preferred language:

] I'|
|'[|
T
i
frmneall
o =
ise
-l—

e R

HE=T CHREHGE STOF

e Press CHANGE multiple times to select the preferred language.
e Press NEXT to go to the last menu item.

4.18 Factory settings

It is possible to reset all settings to factory defaults at once. To return to
the original settings:

Factore zeliinss: Ho

CHEMGE  STOF

e Press CHANGE and then STOP to reset all settings.
e The system asks you to confim the changes made.
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Save Charses™

WES HO CHHCE]

e YES returns to normal use with changed settings.
e NO returns to normal use without changes.
e CANCEL continous with the settings.
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5 Archive menu playback and search

All stored recordings can be played back on the recorder. To play a
certain recording it has to be found and selected first. To find a
recording the Call Recorder has a search function. The search function is
described in § 5.2.

The Call Recorder also has a simpler and faster way to play the last
recorded call. Playback of a selected recording is done with the recorder
keys; it is the same as playback of the last recording as described in the
following paragraph.

5.1 Playing the last recorded call

EI Archive
e Press the Gl key or the (15 ] key to open the playback menu.

Flawhack Csa

1=

all’

LISE SD-CARD  LAST  STOP
e Press LAST or the ﬁ key again to play the last recording:

POTAT 1 BEE & BEETE 4

12—-11-69 18:42 L1 B8:08: 42

Playback of the last call will start immediately.

The display shows the remote number, if available. Next to that is the
duration of the call, the arrow indicates incoming € or outgoing = call.
Below that is the date and time the call took place, the line number and
the current playback position.

During playback the recorder keys have the usual playback functions.

The and keys are used to move the playback position a few
seconds backward or forward. Keep them pressed to rewind or forward

faster. The I:I key is used to stop playback.
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For playback of older stored recordings it is required to select the
recording first. Read on for an explanation how to search for the desired
recording.

5.2 Search stored recordings

The Call Recorder has a search function to find stored recordings. The
search function starts with prompting for the date. The search can be
further refined by a search according to remote number and line
number. The entered search string for the date will always be preceded
by the remote number, which in turn precedes the line number.
Wildcards can be used to search for remote number or line number only.
D Auchive
e Press the B key to open the menu.

Fladback O

aclk Call=s

DISKE  SD-CARD LHST STOF
e Select DISK or SD-CARD to open the search menu.

Fecordinss From #5-11-09

SERRCH  LOCHL STOR

e Use the numerical keys to enter a date.

Entering the date or code to search for you can use the % key as
wildcard. For example enter % %:05:09 to search for all recordings from

May 2009. The and keys can be used to move the cursor left or
right.

e Press SEARCH to search for recordings by the entered date:

250509 18842 112

SERRCH  THFOD  ERASE  STOF

For the entered date there were 12 recording found. The first of the 12
recordings is selected for playback, the date and time of the call are
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displayed to the left. Use the and keys to step through the
recordings.

e Press the ﬁ key to start playback of the selected recording:

The display shows the remote number, if available. Next to that is the
duration of the call, the arrow indicates incoming € or outgoing = call.
Below that is the date and time the call took place, the line number and
the current playback position.

During playback the recorder keys have the usual playback functions.

The and keys are used to move the playback position a few
seconds backward or forward. Keep them pressed to rewind or forward

faster. The l:l key is used to stop playback.

The next section describes how to refine your search to look for a
specific number.

5.2.1 Search according to Local number

Open the search menu as described in § 5.2. Remember that the
entered date will always be incorporated in the search.

Fecordinss From B8-Eo-EY

SERRCH  LOCHL =TOF

e Press LOCAL to enter a local number to search for.

SEARCH REEMOTE LAST STOF

e Use the numerical keys to enter a local number.

Entering the local number to search for you can use the % key as
wildcard. For example enter 3520% to search for all recordings which
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start with the number 3520. The and keys are used to move the
blinking character left or right.

e Press SEARCH to search for recordings with the entered number:

HE-Be-09 15089 17

SEHRECH  THFD ERHSE STOF

For the entered number there were 7 recordings found. The first of the
recordings is selected for playback, the date and time of the call are

displayed to the left. Use the and keys to move the selected
recording one up or down.

e Press the ﬁ key to start playback of the selected recording.

5.2.2 Search according to Remote number

Open the search menu as described in § 5.2.1.

R, IR
Lrn.mle o

SERRECH  REEMOTE  LAST STOF

e Press REMOTE to enter a remote number to search for:

Famoled #

SERRCH  COMHECT =TOF

e Use the numerical keys to enter a remote number.

e Press SEARCH to search for recordings with the entered number.

5.2.3 Search according to Connected number

Open the search menu as described in § 5.2.2.
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Femotes #____

SERRCH COMMHECT =TOF

Press CONNECT to enter a connected number to search for.

Corrects #

SEHECH  DHTE =TOF

The connected number is the actual number the caller is connected to.
For an incoming call the connected number will be a local connected
number, an outgoing call will display a remote connected number. Note
that this often is not the number that is dialed. The connected number
often is the number of the extension that answers the call. For various
reasons the connected number may not be available. A possible reason is
that the number is suppressed by the PBX.

e Use the numerical keys to enter a connected number.

e Press SEARCH to search for recordings with the entered number.
5.3 Recording information

Once a recording has been selected from the result of a search as
described in §5 above:

B2-05-89 12:11 1.

SERRECH  THFD  ERASE  STOF

e Press INFO to open the info screen of the selected recording:

S2AV1EAG <— 242475895

BHCE
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Both the local and remote numbers of the call will be displayed together
with the arrow indicating an incoming or outgoing call.
e Press BACK to return to the search results.

5.4 Erase a recording from the drive

Once a recording has been selected from the result of a search as
described in §5 above:

AE—BE—G 1.2

ke’
L
-
1

um
et
et

SEHRECH  THFD ERAESE STOF

e Press ERASE to start the erase operation. A confirmation is asked

first:
EE-Re—-E9 12011 VR4 1 BEE
YES Eraze? HO

e Press YES to erase the call.
e Press NO to cancel the erase operation.

NOTE: Erasing a recording from the internal drive will overwrite all
recorded data with zero bytes. Also the file name with all its
information in it is renamed to a not recognizable name.
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6 Copy recordings to SD card

It is possible to copy recordings from the internal disk to SD card. There
are more ways to copy recordings to SD card. For all ways the Copy
function key has to be pressed to initiate the copy.

6.1 Copy the last recording to SD card

R .
e Press the (I function key:

lL'

Facorcdinss Frop 835-11-659

CORY LAST  STOF
e Press LAST to start the copy:

CoEw BPacordins Lo SD-Caecd

YES
e Press YES to start copying the last recording.
e Press NO to cancel the copy.

Larl? HCI

ey

6.2 Copy a selection of recordings

R o,
e Press the @l function key:

Fecordinss from #285-11-09
COFPY LAST =TOF
. Use the numerical keys to enter a date.

Entering the date or code to search for you can use the % key as
wildcard. For example enter % %:11:09 to search for all recordings from

November 2009. The and keys can be used to move the cursor
left or right.
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e Press COPY to start to search:

Fecordinss Ffound:s 17
Corwy Lo SD-Card
YES Start? HO

e Press YES to start copying the recordings.
e Press NO to cancel the copy.

6.3 Copy an individual recording during
playback

First select the recording you want to copy as described in chapter §5.2.

1 .__.- ‘;l

!-. 1
-
[ =

15

!|.I

-11-69 12

SEARECH  THFEO =TOF

EE .,
e Press the @l function key. This is also possible while playback

is in progress.

Copw Bacorcdins Lo SD-carod

YES o HE
e Press YES to start copying the recording.
When the recording has been copied:

12:11 1.3

1%

-11-61%

|_|_|

SERRCH  THFD ERASE  STORP

e Press STOP to finish and return to idle mode.
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6.4 Copy a selection of recordings (alternative)

First define the search to locate the recordings you want to copy as
described in chapter §5.

lLl

Facordinss From #535-11 -0

SEARCH LOCAL STOF
G
e Press the Gl function key in stead of SEARCH.

Fecordinss Found: 17

CoFw Lo Sh-Card

YES Lart? FHE
e Press YES to start copying the recordings.

i
i

e Press NO to cancel the copy.

40 Call Recorder Single Digital manual ©Vidicode 2011-2022



7 Numberlist

The Call Recorder Single Digital can be configured for the use of a
blacklist, a whitelist or no numberlist at all. A blacklist excludes the
numbers on it from recording. All other numbers are recorded then. A
whitelist includes the numbers on it for recording. All other numbers are
not recorded. See chapter 4.10 for the configuration of the numberlist.

7.1 View the Blacklist or Whitelist

Depending on the settings you made in the configuration, you will see a
blacklist or whitelist:

e Press the @l function key to view the numberlist.

Hlackllzt

frmnate

e T
ik

‘wnnla’

HE=T HEL DEILETE  sTOP
The number "347100" is the first of 70 numbers in the list.

e Press NEXT to view the next number in the list
e oruse the and keys to scroll through the list.

7.2 Add a number to the list

To add a number to the numberlist you need to view the list first as
described above.

e Press NEW to add a number to the list.

Mok #

CHHCE]

Enter a numeric number. The display will look like this:
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Flumbiae: - 247 10E1E

STORE CLEAR

LEMRE CHHCE]

Press STORE to add the number to the list

Press STOP to leave the numberlist menu

wale Chanses?

I CHMCE]
Press YES to save the changes

VES

7.3

Remove a number from the list

Blacklist — 2771
47 1EE]
HEST  HEL LELETE  STOF
e Press DELETE to remove the number from the list
Blackli=st — 2-71
a4r1EE1
(] sl Nalat.a™ kI
e Press YES to remove the number from the list
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the numbers that start with 3471

To remove a number from the numberlist you need to view the list first
as described above. Select the number you want to remove from the list



8 Notification message

In this Chapter the recording of the notification message is described
The notification message is used to announce to the remote party that
the call is being recorded. The setting of the notification message is
described in § 4.9

8.1 Record notification message
To record the notification message do the following:

¢ Insert the Product CD you received with the Call Recorder Single
Digital into your PC.

e On it locate the folder ‘Utils’ and open it.
e In this folder locate ‘vcFTPAccounts.exe’
¢ Install this application and open it.

e Select the tab ‘Notification message’

o

File Edit Help

FTP accounts ;NBHF\Eét.\.ﬂuf.’!“".ﬁégs.éﬁé.\fl Black # \White Llstl

Message: | | Default Audio Device =
[~ Awdio recording format
Delete & aLaw [other countries)
 mu-Law (US4
Load / Save: v
K il & » e
Load from CallR ecorder

Save to CalRecarder

Duration:

I
Playback:

Connect a headset with microphone or microphone to your PC, or use
the built in microphone on your PC.
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e Pressthe ¢ key to start recording the message.
e Speak the message into the microphone.

o Press the L. " key when you are finished.

e Press the @ key to listen to the recorded message.

o Press  2vetolalfiecader |4, cave the message to the Call Recorder,

the below shown dialogue box will open

or

e Press &l. If you want to try again.

e Fill in the required IP address and FTP username and password,
then click ‘OK’

Q} Sawve to CallRecorder: Login [Z||E|E|

Host name or [P address: | |

FTF Part rumber: |21 E; |

FTP Usermame: | |

FTP Password: | |

Cancel

The Notification message is now transferred to the Call Recorder.
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9 Monitoring

Monitoring of the telephone lines is a feature of the Call Recorder that

allows the user to listen in on the recording of the telephone

conversations.

9.1 Monitoring on the desktop model

Monitor

e Pressthe @l function key to open the monitor function.

Lire-Charre]l Monid Lo
iPPeEE 1 ar 23

=TOF

e Press the line/channel number to monitor.

Fridas  18-07-288% 12055

I-L|

Monitor on linse 1

When line 1 has a call it will be audible through the speaker after
pressing the speaker key. Use the volume keys to control the

loudspeaker volume.

Stop the monitor by pressing soft-key STOP or by pressing the I:I key.

e Pressing numbers 1 or 2 will change the monitor to the other
line/channel, the display will show the line status.

Lime 2 - Oro pamber
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10 The Information menu
The Call Recorder Single Digital has an information menu with some

statistical information.

@ Info

e Press the Wl function key to open the information menu.

Freas on S0 119 M
HE=T STOF

Press NEXT to continue the Information menu.

Fres on disk: 32643 Hours

MEXT =TOF
In this example there is 3645 hours of recording time free on the
internal Commpact Flash card.

e Press NEXT to continue the Information menu.

Formalt. sh Card

=TOF

ME®T STHRET
Press START to format the SD card.
Press NEXT to continue with the Information menu.

InFormatl.ion

HEXT THFD =TOF

Press INFO to start the listing of various hardware, software and

L]
configuration information.

e Press NEXT to continue with the Information menu.
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Soflware Uedale

STHRET

=TOF

e Press START to start a firmware update of the Single Digital.

NOTE 1: To do that you need an SD card with a specific file on it that
contains a firmware upgrade for the Single Digital. Upgrades will be

made available periodically on our website.

NOTE 2: Do not unplug or otherwise disturb the upgrading process, or
the Single Digital may become unoperative. In such cases the recorder

must be returned to your dealer for repair.

e Press STOP to exit the Information menu.
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11 LAN Settings

The Call Recorder Single Digital has an Ethernet port. The network
interface supports the following protocols:

o FTP server

e SMTP client for sending email messages to a SMTP server

e Telnet for remote configuration

e NTP for automated adjustments of the system clock

e A propriety protocol for streaming audio for remote monitoring

FTP server is used by the Call Recorder Access System for network access
to the database in the recorders and playback and archiving of
recordings. It can also be used to give other (custom) applications access
to the recordings in the recorder.

SMTP gives the recorder the ability to send emails. This has two
functions. The first one is that the recorder can send recordings as an
attachment to the user. The second is that the recorder can send status
updates about the system health, for example that the telephone line is
disconnected or that the system is ok.

Telnet give the possibility to a systems manager to access an internal
settings menu from remote.

The NTP (Network Time Protocol) is a great method to synchronise the
clock of the recorder with an external one somewhere on the network.
RTR monitoring is available for users of this special PC software. It will
be described later in this manual.

11.1 Network active

To begin the network configuration on the desktop model press:

49 LAM
e Press the @l function key to enter the network settings.

Helwork actiusd Mo

CHAMGE  5TOP
e Press CHANGE to enable the network.
e Press NEXT to save and move on to the next menu item.
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11.2  FTP active

FTP stands for File Transfer Protocol.

FTFP actiuve: Fi

HEAT CHHMGE STOP
e Press CHANGE to enable FTP.
e Press NEXT to save and move on to the next menu item.

11.3 FTP user

The FTP user is the user name to be used by FTP clients such as the Call
Recorder Access software to log on to the recorder.

FTF useri BEEE

ME=T CHAMGE  STOF
o Press CHANGE to change the FTP user name.

FTF st gicdicoclsE

STORE <<

e Enter the FTP user name

CLEARE CHHCE]

Use the numerical keys to enter the FTP user name. Use to switch

between upper case and lower case characters. The charcter preceding
the cursor will be toggled.

e Press STORE to save the FTP user name.
e Press NEXT to save and move on to the next menu item.

11.4  FTP password

The FTP password is the password that goes with the FTP user name.
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FTF Fuc: BEEE

HEXT CHEMGE  STOF
e Press CHANGE to change the FTP password.

FTP Pud: 1234

STORE << CLEHR CHHCE]

Use the numerical keys to enter the FTP password. Use to switch
between upper case and lower case characters. The charcter preceding
the cursor will be toggled.

e Press STORE to save the FTP password.
e Press NEXT to save and move on to the next menu item.

11.5 FTP server port

FTP server port is the port number through which an FTP client can log
on to the recorder. The FTP server port is default set to 21, as is most
common. If there is no direct reason to change the FTP server port it is
best left unchanged.

FTF ot 21

ME=T CHAMGE  STOF
e Press CHANGE to change the FTP server port number

FTF Forts H

CHHCEL

Use the numerical keys to enter the FTP server port number.

e Press STORE to save the FTP server port number.
e Press NEXT to save and move on to the next menu item.
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11.6 DHCP server

In case a DHCP server is used on the network the DHCP server option
must be enabled. In case a DHCP server is not used on the network it

must be disabled.

DHCF  seruee s P

HEXT CHAMGE  STOF
e Press CHANGE to enable DHCP server.

DHCF seruers Wes

HEHT CHAMGE  STOF

Press NEXT to save and move on to the next menu item.

When a DHCP server is used, the IP and Gateway addresses are

automatically assigned. Without DHCP server you must manually enter

these IP addresses.

11.7

IP address

As part of the network the recorder needs an IP address. In case a DHCP

server is used (see previous item) the DHCP server will assign an IP
address. In case a DHCP server is not used a static IP address must be

assigned to the recorder.

IF addr: 6,608

HERT CHAMGE  STOP
e Press CHANGE to enter the IP address

IF addr: 06, BEHEH. GEE, G0
STORE << +3  CAMCEL

Use the numerical keys to enter the IP address.
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11.8

Press STORE to save the IP address.
Press NEXT to save and move on to the next menu item.

IP subnet mask

The IP subnet mask is used if access from outside the network is

required. In this case the Gateway must be entered as well.

IF

mazks 255

Ak
S I.. -

HEST

CHHMHGE

'FI
"wnnll’

=TOF

Press CHANGE to change the IP subnet mask

-’::

R

IF maszks

2. BEE

|"="|

STORE << s

e Enter the IP subnet mask

CHHCEL

Use the numerical keys to enter the IP subnet mask.
e Press STORE to save the IP subnet mask.
e Press NEXT to save and move on to the next menu item.

11.9 Gateway

The Gateway is used if access from outside the network is required. If so
the Gateway and the IP subnet mask must be entered.

T
‘wnnla’
]
L]

NEEE

HEXT

CHAMGE

=TOF

Press CHANGE to enter the Gateway address.

Galewsd:  EHEO, BOE, BEE, BEG
STORE <4 R CHHCEL
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Use the numerical keys to enter the Gateway.
e Press STORE to save the Gateway.
e Press NEXT to save and move on to the next menu item.

11.10 IP name

Aside from the IP address the Call Recorder can also be addressed by an
IP name if your DNS server supports this function.

IF rname: Sirmlelisilal

m
]
ol =

ME=T CHHEMGE STOP
e Press CHANGE to enter an IP name.

IF rname: Sirmlelisilal#

STORE << CLEAR CHMCEL

Use the numerical keys to enter an IP name.

e Press STORE to save an IP name.
e Press NEXT to save and move on to the next menu item.

11.11 E-mail

Status reports and malfunctions can be emailed to this Email address.

-Fl

E-pail: crsciEoicdicocds

HEXT CHEMGE  STOF

e Press CHANGE to enter an Email address

FE-mamil: crpscEgicdicods.nlE

STORE << CLEAR CHMCEL
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Use the numerical keys to enter the Email address.
e Press STORE to save the Email address.
e Press NEXT to move on to the next menu item.

Recording can be emailed according to the extension\email list. For the
email list to be operable the main email address has to be a valid email
address.

11.12  Reply address

Because the Call Recorder cannot receive Email, the Emails sent require
another reply address.

Feplw: credividicods.nl

HEST CHAMGE STOF

e Press CHANGE to enter a reply address

Feplua: crsdbvidicods, nl#E

STORE << CLEAR CHMHCE]

Use the numerical keys to enter the Email reply address.
e Press STORE to save the Email reply address.
e Press NEXT to move on to the next menu item.

11.13  SMTP server IP address

The recorder requires the IP address of the SMTP server to send Email. In
case a local SMTP server is used the IP number can be entered directly. In
case of an SMTP server outside the network both the Gateway and the
Subnet Mask need to be set later on.

SHMTR s

11

A

11
-1
n
)
n
]
—

HEXT CHAMGE  STOF
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e Press CHANGE to enter the IP address of the SMTP server.

5

SMTF =rut B8, 8, BE

STORE << CLERE CARHCEL
Use the numerical keys to enter the IP address of the SMTP server. Either
an IP number or IP name are allowed. In case an IP name is used the DNS

server needs to be configured.
e Press STORE to save the IP address of the SMTP server.
e Press NEXT to move on to the next menu item.

11.14  SMTP server port

SMTP-server port is the port number through which the connection is to
be made with the SMTP server. The SMTP-server port is default set to 25.
Do not change the SMTP port number when this value is not explicitly
changed in the SMTP server.

SMTF poeLs e

HEAT CHHMGE  STOF

e Press CHANGE to change the SMTP port number.

SMTF Por-1.:

W

CHMCEL
Use the numerical keys to enter the SMTP port number.
e Press STORE to save the SMTP port number.

e Press NEXT to move on to the next menu item.

11.15 Domain name

The domain name of the SMTP server is also required. In case the SMTP
server is on the network the network domain is required. In case the
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SMTP server is outside the network the domain name of the SMTP server
is required. Contact your provider for more information.

Domains widicods.nl

HEAT CHAMHGE  STOF

e Press CHANGE to enter the domain of the SMTP server.

Domain: widicoods, nl#E

S TORE <5, CLEAE CAHCEL
Use the numerical keys to enter the domain of the SMTP server.
e Press STORE to save the domain of the SMTP server.

e Press NEXT to move on to the next menu item.

11.16 DNS server

In case an IP name has been configured for your SMTP server you need
to configure the IP number of the Domain Name Server.
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e Press CHANGE to enter the IP number of the DNS server
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Use the numerical keys to enter the DNS server.

e Press STORE to save the IP number of the DNS server address.
e Press NEXT to save and move on to the next menu item.
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11.17 NTP server

If it is possible that on your network the Call Recorder has access to an
NTP (Network Time Protocol) server, it is recommended that you enable
it because it will give the recorder an accurate time reference.

HTF = B,

11

A,

T
1 ||
=
LA |
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e Press CHANGE to enter the NTP server address.
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Use the numerical keys to enter the NTP server. Either an IP number or IP
name are allowed. In case an IP name is used the DNS server needs to be

configured.
e Press STORE to save the NTP server address.
e Press NEXT to save and move on to the next menu item.

11.18 NTP port

NTP port is the port number through which the recorder as a client can
connect to the NTP server. The NTP port is default set to 123. Consult the
network manager for the port number.

HTF Foris 123

HEHT CHAMGE  STOF
e Press CHANGE to change the NTP server port number.

HTF o 5

CHHCEL

Use the numerical keys to enter the NTP port number.
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e Press STORE to save the NTP server port number.
e Press NEXT to save and move on to the next menu item.

11.19 GMT correction

GMT correction property is used to identify the time zone. NTP server
normally issues GMT (also know as UTC). GMT correction can be set in

half hours from -15:00 to + 15:00.

HT correciion: BEEE

HEST — CHHHGE + =TOF

e Press CHANGE to set GMT correction. Keep pressing CHANGE to
increase the correction. It will start with + 1:00, keep pressing
CHANGE to increase. After + 15:00 there will appear - 15:00.

e Press NEXT to save and move on to the next menu item.

GMT correction refers to winter time. Summertime / Daylight saving
time and Wintertime are corrected automatically.

11.20 Telnet
Telnet can be used to log on to the recorder and configure it from your
PC remotely. If required contact your supplier for more details.
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TelMHat.
HE=T CHHMHGE  STOP

e Press CHANGE to enable TelNet.

TelMetl aclived: Ye

HEXT CHEMGE  STOF

e Press NEXT to save and move on to the next menu item.
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11.21 Service timer

The Service timer determines the performance of the network
connection. Default the Service timer is set to Automatic. Changing the
setting should only be done when advised by a service engineer to solve
problems.

epgice Timsr: Hulo

ME=T CHAMGE  STOF
e Press CHANGE to change the Service timer.

The following settings are available: $1-S5, F1-F3 and U1-U3.
Where S stands for Slow, F for Fast and U for Ultra fast.

e Press NEXT to save and move on to the next menu item.

11.22 Monitor active

The monitor function allows you to listen to the conversations that take
place. This requires the RTR Call Monitor software, which connects with
the recorder over the network.

Momitor actiuvsed Mo

CHEHGE  STOF

e Press CHANGE to enable the Monitor.
e Press NEXT to move on to the Monitor password.

The monitor password is used to log on to the recorder. This password
must also be set in the RTR Call Monitor software.

Momitor eucdd BEEE

CHEHGE  STOF

e Press CHANGE to enter a password
e Press STOP to exit the network setting menu
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Monitor Fuds  1235E

STORE << CLEAR CHHCEL

Use the numerical keys to enter the Monitor password. Use K2 to
switch between upper case and lower case characters. The charcter
preceding the cursor will be toggled.

e Press STORE to save the Monitor password.
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12 Encrypted recording

The Call Recorder Single Digital features a system for encrypted
recording whereby IC cards called CryptoCards are used as a key.
Encrypted recordings are made to prevent unauthorized playback of and
listening to recordings. The system is very safe and recommended when
some sort of security breach is possible. Examples of such a situation are:

e The recorder is connected to a network or even internet and
there are reasons to think that password security is not enough.

e The recorder can be accessed and operated by persons who are
not allowed to listen to all recordings and there are reasons to
think that password security is not enough.

e Privacy is considered to be an issue and therefore strict
procedures must be maintained around listening to the
recordings.

The CryptoCard is a chip card that holds the key to the encryption and
decryption. Encrypted recordings can only be played back together with
the original or a matching CryptoCard and its password.

The recorder is equipped with an external card reader specifically for
this purpose; it is located on the left front side of the device.
CryptoCards can be obtained from your Vidicode products supplier. The
use of the CryptoCard encryption function is enabled in the Settings
menu. See § 4.14 to enable the use of a CryptoCard.

12.1  Several types of CryptoCard

As mentioned there are cards that can be used for recording and for
playback and there are cards that can be used for recording only, the so
called “Privacy Cards”. It is important to understand the difference.

e When it is important to be able to listen to recordings on the
recorder, use the standard CryptoCard.

e When you prefer that it is not possible to listen to recordings on
the recorder, use the CryptoCard Privacy card.

It is also possible to supply sets of individual cards with a “Master Card”
that can be used to decode all the individual cards. The application is
when employees are only allowed to listen to their own recordings
while, when needed, the management must have the ability to listen to
all recordings.
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12.2 Insert a CryptoCard into the recorder

Insert the CryptoCard into the Call Recorder Single Digital as shown in
the figure below.

CallRecorder

CryptocCard

12.3 The CryptoCard and its PIN and PUC code

The CryptoCard is supplied with a PUC code and a PIN code. The PIN
code is a four-digit code and is requested to enable playback of
recordings. The PUC code is a twelve-digit code and is used only when
the card has been disabled. The PIN code can be changed with the

recorder. This can be done only when the Use CryptoCard function has
been enabled..

.@Hecnmpr
e Pressthe G function key.

e Press NEXT several times.

Charnse Card Code

HEHT CHAMGE  STOP
e Press CHANGE to change the card code.
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First enter the original card code.
e Press CONTINUE.

Enter the new card code.
e Press CONTINUE.

Repeat the new card code for confirmation.
e Press CONTINUE.

Haw Code accerled,

=TOF

The new card code is accepted.
e Press STOP to exit the Change Card Code menu

A CryptoCard allows for two invalid PIN code entries. After the third
invalid Pin code entry the CryptoCard is disabled. The next time the
recorder will ask for the PUC code to enable the card again. The
CryptoCard allows for four invalid PUC code entries. After the fifth
invalid PUC code entry the recorder will disable the card definitively. It is
advised to keep the PUC code in a safe place.

12.4 Making an encrypted recording

To make an encrypted recording it is essential that the Use CryptoCard
function is enabled in the Recorder settings menu. Enable the Use
CryptoCard function as described in § 4.14. With Use CryptoCard
enabled it is no longer possible to make normal, unencrypted recordings
without disabling the Use CryptoCard function again.

Insert the CryptoCard in the card reader of the recorder:

Tuesdas 21-87-609 17:11

Card inslerled

When a valid CryptoCard has been inserted all recordings made
thereafter will be encrypted as long as the card remains inserted.
Removing the card disables recording automatically.

Encrypted recordings are stored as such and can be played only with a
matching CryptoCard inserted. Encrypted recordings can also be
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downloaded to a PC with the Call Recorder Access System software,
however, they cannot be played on the PC without a CryptoCard
matching the card used when the recording was made. See the
following section for a detailed explanation.

12.5 Playing an encrypted recording

Encrypted recordings can only be played back with the original or a
matching CryptoCard. For playback of an encrypted recording on the
recorder this works quite simply. Search and select the desired recording
as described in Chapter 5.

If playback of the encrypted recording is started the recorder will
automatically ask for the Card code.:

Carod Cooded #

CHHCE]

e Enter your card code.

After entering your PIN code the soft-key function CONTINUE is added
in the display.

e Press CONTINUE to start playback of the selected recording.
It is not necessary to enter your card code every time.

12.6 Using CryptoCards on a PC

Recordings can be played on a PC with the Call Recorder Access System
application on it and with the original or matching CryptoCard.
Encrypted recordings cannot be played on the PC without the original or
a matching CryptoCard. Your supplier of the recorder can supply you
with a Card reader for your PC together with the necessary drivers.

The Call Recorder Access System application will show whether
recordings are encrypted in the "Use of CryptoCard" column. When an
encrypted recording is played the Call Recorder Access System
application will prompt you for the insertion of a matching card and the
belonging code. After that the recording will play. The Call Recorder
Access System has the ability to remove the encryption. Encrypted
recordings can be exchanged with other PC's just as any other recording.
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13 Acknowledgements

13.1  Privacy

When recording telephone conversations the Privacy of your
conversation partner must be considered.

In some countries there is an obligation to notify your conversation
partner of the recording. Check your national legal obligations on this
and other issues concerning the use of the recorder.

In the United States, the Federal government requires that only one
person involved in a conversation must know the call is being recorded.
However, each state has its own legislation. The vast majority of states
have laws complying with the Federal "one party” requirement. A few
states, such as Florida and others, do require both parties to be aware
the call is being recorded.

The Single Digital can comply both with the one party or two party
requirements. One party simply means the person with the recorder
knows the call is being recorded. Compliance is made with two party
requirements by sounding a notification tone during the call.

13.2 Guarantee

Your Call Recorder Single Digital has a 12-month factory guarantee. The
guarantee is effective for normal use only. We would like to emphasize
that the guarantee is not valid under exceptional environmental
conditions, such as extreme temperatures or humidity levels, nor in the
unlikely event of a lightning strike. The guarantee is not valid if the
machine has not been handled properly, for example when it has been
dropped, or bumped into. In order to qualify for guarantee, you should
contact your supplier, and show the receipt. If your supplier cannot help
you, you should contact the manufacturer. The manufacturer reserves
the right to determine the final date of the guarantee period on the
basis of the date of production. Costs of transport to and from the
supplier or the manufacturer are for the buyer’s account. Guarantee is
for parts only and does not cover any costs resulting from the
breakdown of the recorder.

The Call Recorder Single Digital has various extra features that have not
been described in this manual. Additional information about this is
given in a technical information bulletin. Subjects discussed in this
technical documentation are further configuration options, remote
configuring, and how to update the firmware in the recorder. The
further configuration options concern all aspects of operation. In our
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experience most people are interested in configurations related to user’s
access.

13.3  Liability

Correct functioning of the Call Recorder Single Digital cannot be
guaranteed under all conditions and thus we do not accept any liability
for loss of information or other damages due to the use of the recorder.
Vidicode assumes no liability regarding incorrect notification of call
recording.

Vidicode is not a source of official interpretation of laws of any country
or state and shall not be construed as a source for making decisions.
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